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Overview

respectively.

< Configure access policies as follows.
e VLAN Group Name

VLAN Range

PHY Domain

AAEP

Interface Policies

should be

Interface Policy Group

o Interface Profile

e Switch Profile

Tenant
Application Profile
EPG

Static_path

BD

VRF

BD_Subnet
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Lab 1: Bare Metal Host Lab.

< Configure SW1 and SW2 as bare metal servers connecting to Leaf-101 & Leaf-102

<+ Add static paths from the Leaf-101 & Leaf-102 towards SW1 & SW2.

BMH VLAN

10-20 (Static VLAN)

BMH DOM

BMH_ AAEP

Speed should be 1GB/CDP & LLDP
on.

BMH_GROUP

BMH _LEAF 101 PROF for Leaf-101

BMH_LEAF 102 _PROF for Leaf-102
BMH_SW_PROF_101

BMH_SW _PROF 102

Netmetric

ALL_BMH_APP

BMH_EPG

VLAN_10

BMH_BD

BMH_VRF

192.168.1.254/24
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Task 1: Create VLAN Pool

Activity Procedure
Complete the following steps:
Step 1 From your Admin PC, login to the APIC as needed.

Step 2 In the Menu bar, navigate to Fabric > Access Policies > Pools. Right-click VLAN
and choose Create VLAN Pool.

alafn DI
cisco APIC
System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

Inventory | Fabric Policies | Access Policies
Policies

» CP Quick Start
= Switches
> [l Modules
& Interfaces ~ Name Allocation Mode Encap Blocks

[ Policies multipedL30ut_VianP Dynamic Allocation

& Pools
> [ VLAN
= VXLAN

— RS-
> [ VSAN Attributes
= Multicast Address

Step 3 Create a VLAN pool POD##-Vlan and select the Allocation Mode: Static Allocation.

|Create VLAN Pool| (2 TX]
Name: BMH_VLAN ‘
Description: |[BMH_VLAN_Task-1| ‘

Allocation Mode: (  Dynamic Allocation Static Allocation
Encap Blocks:

VLAN Range Allocation Mode Role

Step 3 Configure the vlan range as #0 - #9 where # is your POD ID.
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7 >

Create Ranges

Type: VLAN
Range: |VLAN |~ |10 - VLAN |v| |20

Static Allocation )

Allocation Mode:

Role:

Coves Yo )

Step 4 Click ok and submit

Create VLAN Pool [21%]
Name: | BMH_VLAN

Description: BMH_VLAN_Task=1

Static Allocation

=
Allocation Mode: (  Dynamic Allocation

Encap Blocks: W +
VLAN Range Allocation Mode Role
I [10-20] Inherit allocMode from par..”\, “External or On the wire enc...
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Task 2: Create Physical Domain

Activity Procedure

Complete the following steps:

Step 1 Navigate to Fabric > Access Policies > Physical and External Domains,
right-click Physical Domains, and choose Create Physical Domain.

dfrafn APIC

cisco

System Tenants Fabric Virtual Networking L4-1.7 Services Admin Operations Apps Integrations

Inventory | Fabric Policies | Access Policies

Policies
= Physical Domains

> C» Quick Start
& Switches
[ Modules

~ Name VLAN Pool

[ Interfaces
> [l Policies
& Pools
[ Physical and External Domains
[ Physical Domains

& External Bridged Domair|

» [ External Routed Domains

B Fibre Channel Domains

Step 2 Configure a physical domain POD##-BMH . Select the VLAN pool POD##-Static
Create Physical Domain (2 1]

I Name: |BMH_DOM |

Associated Attachable |gelent a value

Entity Profile: ol
| VLAN Pool: | BMH_VLAN(static) ~ i@ | Call the VLAN Pool created earlier in this lab
Security Domains: ) !
Select Name Description

2
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Task 3: Create Interface Policies.

Activity Procedure

Complete the following steps:

Step 1 Navigate to Fabric > Access Policies > Policies > Interface > Link Level,
right-click Link Level, and choose Create Link Level Policy.

il ARG

Cisco

System Tenants Virtual Networ

Inventory | Fabric Policies | Access Policies
Policies

> P Quick Start
> [ Switches
> [ Modules
> [ Interfaces
v [l Policies
> [ Switch
~ i Interface

o — R = z
Create Link Level Folicy

> [mm Priority Flow Control

> [ Fibre Channel Interface

Step 2 Configure the name as POD##-LL-Policy . Configure speed as 1Gbps. Click submit.
Create Link Level Policy 09

Name: BMH_1Gbps_Link_policy

Description: BMH_1Gbps_Link_policy

Allas:
Auto Negotiation Tn
S Gbps

Link debounce interval (msec): 100

Forwarding Error Correction; Inherit

[N 4

Step 3 Navigate to Fabric > Access Policies > Policies > Interface > CDP Interface,
right-click Link Level, and choose Create CDP Interface Policy.
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e APIC

CIsCo

System fenants Virtual Networking L4-L7 Services

Inventory | Fabric Policies | Access Policies
Policies

» C» Quick Start
> [ Switches
> [ Modules
» [l Interfaces
[ Policies
> [ Switch
v [@ Interface
> [l Link Level
> [l Priority Flow Control
> [l Fiore Channel Interface

= PoE

[ CDP Interface

Create CDP Interface Polir.vl

Bl LLDP Interface

Step 4 Configure the name as POD##-CDP-Policy . Configure state as enabled. Click
submit.

Create CDP Interface Policy 56D

Name: | BMH_CDP_ON

Description: |BMH_CDP_ON|

Allas:

Admin State: | Disabled

Step 5 Navigate to Fabric > Access Policies > Policies > Interface > LLDP Interface,
right-click Link Level, and choose Create LLDP Interface Policy.
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afraln APIC

CIsco

System Tenants Virtual Networking L4-L7 Se

Inventory | Fabric Policies | Access Policies

2llEes Interface - LLDP

> C» Quick Start

o — N
~ Name
> [ Modules
default
> [ Interfaces
LLDP-DISABLE

v [ Policies

> [ Switch

v [ Interface
> [ Link Level
> [mml Priority Flow Control
> [ Fibre Channel Interface
> [l PoE
> [ CDP Interface

> [ LLDP Interface Create LLDP Interface Policy

> il NetFlow
Step 6 Configure the name as POD##-LLDP-Policy . Configure state as enabled. Click
submit.
Create LLDP Interface Policy (9 Y]
I Name: |BMH_LLDP_ON| |

Description: | optiona

Alias:

Receive State:

Transmit State: | Disabled Enabled

S A

Step 7 Navigate to Fabric > Access Policies > Policies > Global > AAEP
right-click Link Level, and choose Create AAEP.
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afrafn APIC

Cisco

System lenants Virtual Networking L4-L.7 Services Admin
J

Inventory | Fabric Policies | Access Policies

FoRcics Attachable Access Entity Profiles
> Forwarding Scale Profile
> [ Fast Link Failover ~ Name Infrast
> @ CoPP Pre-Filter for Leaf default true
> [l CoPP Pre-Filter for Spine multipodl. 30ut_EntityProfile false
> [ 802.1x Node Authentication
> [ Equipment Flash Config Policies
> [ Interface
- [l Global

> [m Attachable Access Entity Profiles

ICveale Attachable Access Entity Profllel

> [ QOS Class
> [ DHCP Relay
E MCP Instance Policy default

Bl Error Disabled Recovery Policy

Step 8 Configure the name as POD##-AAEP . Under Domain select POD##-Domain and
update. Click Next & Finish.

Create Attachable Access Entity Profile (21X}

STFP T m

Name: | BMH_AAEP

Description: | BMH_AAEP

VLAN []

B

Application EPGs Encap Primary Encap Mode

L. Y
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Task 4: Create Interface Policy Group.

Step 1 Navigate to Fabric > Access Policies > Interfaces > Leaf Interfaces > Policy
Groups > Leaf Access Port, Create your interface policy group POD##_BMH_IPG.

alan APIC

CIsCo

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations

Inventory | Fabric Policies | Access Policies

Policies BN T i
WIS L) Policy Groups - Leaf Access Port
> C» Quick Start
> [ Switches
~ Name Link Level CDP
> [ Modules Policy s

v [ Interfaces
> [ Spine Interfaces
v [ Leaf Interfaces
> [ Profiles
~ [l Policy Groups

> [ Leaf Access Port

Create Leal Access Port Policy Group

> [ PC Interface

> [ VPC Interface

> @ PC/VPC Override

> [ Leaf Breakout Port Group

Step 2 Configure Name POD## BHM_IPG. Select POD## LL, POD## CDP ,
POD##_LLDP & POD##_AAEP from the drop-down menu. Click Submit Changes.
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Create Leaf Access Port Policy Group

Name: BMH_PG

Description: BMH_PG

Link Level Policy: BMH_1Gbps_Link_gxi v @

CDP Palicy: BMH_CDP_ON v 3

MCP Policy: select a value
8MH_CDP_ON

CoPP Policy: select a value v
LLDP Policy: BMH_LLDP_ON v @
STP Interface Policy: select a value
Storm Control Interface Policy: select a value v
L2 Interface Policy. select a value v
Port Security Policy:  select a value v all all previously created interdaceValdes & AAFP under Policy Groug
Egress Data Plane Policing Policy: sglect a value v
Ingress Data Plane Policing Policy: select a value v
Manitoring Policy: select a value W
Priority Flow Control Policy: select a value W
Fibre Channel Interface Policy: select a value v
PoE Interface Policy: solect a value v
Slow Drain Policy: salect a value v
MACsec Policy: select a value
802.1x Port Authentication Policy: sealect a value
I_T-‘v’\'Df)APDAicv: solect a value v \
Attached Entity Profile: BMH_AAEP v I
NetFlow Maonitor Policies: . -
NetFlow IP Fiiter Type NetFlow Monitor Policy
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Task 5: Create Interface Profile for Leaf-101

Step 1 Navigate to Fabric > Access Policies > Interfaces > Leaf Interfaces > Profiles >
Create Leaf Interface Profile.

alua APIC

Ccisco ‘

System Tenants Fabric Virtual Networking L4-1L7 Services Admin Operations Apps

Inventory | Fabric Policies | Access Policies

Policies

Leaf Interfaces - Profiles
> C» Quick Start
» [l Switches
= ~ Name Interface Selectors
~ [ Interfaces
> [ Spine Interfaces
v [l Leaf Interfaces

= Profiles
Create Leaf Interface Profi P|

v [ Policy Groups

> [ Leaf Access Port [t

Step 2 Configure name as POD##_Leaf101_BMH_IP. Click on + icon to create interface
selector.

Create Leaf Interface Profile (2 IX]

Name: BMH_LEAF_101

Description: BMH_LEAF_101

Name Type

Step 3 Configure name as POD##_Leaf101_BMH_IP. Interface ID would be 1/1# where # is
your assigned POD number. Select the previous created Interface Policy group from drop
down. Click ok.
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Create Access Port Selector (2]X]

Name: BIMH_LEAF_101

Descripton: BMH_LEAF_101

Interface IDs:

Connected To Fex: []

Interface Policy Group: select an option

BMH_PG Call the Leaf Access Port Policy Group created
infra/funcprof earlier in this lab.

Create PC Interface Policy Group
Create VPC Interface Policy Group
Create Leaf Access Port Policy Group
Create Leaf Breakout Port Group
Create FC Interface Policy Group

Create FC PC Interface Policy Group

Step 4 Click Submit.

Create Leaf Interface Profile [ 2 1x)

Name: 'BMH_LEAF 101

Description: BMH_LEAF_101

Iiterface Selectors
== Type
|| BMH_LEAF_101 —

D =
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Task 6: Create Interface Profile for Leaf-102

Step 1 Navigate to Fabric > Access Policies > Interfaces > Leaf Interfaces > Profiles >
Create Leaf Interface Profile.

i APIC

Cisco

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps
Inventory | Fabric Policies | Access Policies
Folcies Leaf Interfaces - Profiles
> C» Quick Start
> [ Switches
~ Name Interface Selectors
= Modules
v [ Interfaces
> [l Spine Interfaces
v [ Leaf Interfaces

= Profiles
> Create Leaf Interface Profi rl
v [ Policy Groups

> [ Leaf Access Port [l
1

Step 2 Configure name as POD##_Leaf102_BMH_IP. Click on + icon to create interface
selector.

Create Leaf Interface Profile (2 IX]

Name: BMH_LEAF_102

Description: BMH_LEAF_102

[ submit
Step 3 Configure name as POD##_Leaf102_BMH_IP. Interface ID would be 1/1# where # is
your assigned POD number. Select the previous created Interface Policy group from drop
down. Click ok.
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Create Access Port Selector (2]

Name: BMH_LEAF_102
Description: BMH_LEAF_102

Interface IDs: 1/3(

vaik

13 5

Connected To Fex: []

Interface Policy Group: splect an option v
BMH_PG Call the Leaf Access Port Policy Group created earlier in
infra/funcprof this lab

Create PC Interface Policy Group
Create VPC Interface Policy Group
Create Leafl Access Port Policy Group
Create Leaf Breakout Port Group
Create FC Interface Policy Group

Create FC PC Interface Policy Group

e [ o
4

Step 4 Click Submit.
Create Leaf Interface Profile (2 ]
Name: | BMH_LEAF_102

Description: | BMH_LEAF_102

Interface Selectors: ﬁ
11l i

Name

| | BMH_LEAF 102 range

e Yo )
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Task 7: Create Leaf Profile for Leaf-101

Step 1 Navigate to Fabric > Access Policies > Switches > Leaf Switches > Profiles >
Create Leaf Profile.

afra]n APIC

CisCo

System Tenants Fabric Virtual Networking L4-L7 Services Admin

Inventory | Fabric Policies | Access Policies
Falcles (\D (::—jtb © Leaf Switches - Profiles
> C» Quick Start
v [ Switches

v [ Leaf Switches

~ Name

> [ Profiles
. Create Leaf Profile I
> [ Policy Groups

> [ Overrides

Step 2 Configure name as POD##_Leaf101. From the drop down select node id 101. Click

next.
Create Leaf Profile 0
STEP 1 > Profile
Name: | BMH_SW_PROF_101
Description: | BMH_SW_PROF_101
= H

Name Blocks Policy Group
] BMH_SW_PROF_101 [101 |+ ||setect an option
(®) Select Pod | All Pods

D Name ~ Profiles

[ corce J I

Step 3 Select the Interface profile of POD##_Leaf101_BMH_IP created in the previous task
according to your POD## ID. Click Finish.
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Create Leaf Profile [ Tx]
[ Interface Selector Profiles: | Select the Intf profile created earlier in this lab for Leaf_101 O =+
Seiect Name Description
|'® BMH_LEAF_101 BVH_LEAF_101 |
[l BMH_LEAF_102 BMH_LEAF_102
Module Selector Profiles: O L
Select Name Description

Previous Cancel m
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Task 8: Create Leaf Profile for Leaf-102

Step 1 Navigate to Fabric > Access Policies > Switches > Leaf Switches > Profiles >
Create Leaf Profile.

afran]r APIC

CisCo

System Tenants Fabric Virtual Networking L4-L7 Services Admin

Inventory | Fabric Policies | Access Policies

Palicies e _
OO Leaf Switches - Profiles
> C» Quick Start
v [ Switches
~ Name
v [l Leaf Switches
> [ Profiles

: Create Leaf Profile I
> [ Policy Groups

> [ml Overrides

Step 2 Configure name as POD##_Leaf102. From the drop down select node id 102. Click
next.

Create Leaf Profile (2 Ix]

STEP 1 > Profile 1-Profila Associations

Name: BMH SW PROF 102

Description: BMH_SW_PROF_102

Name Blocks Palicy Group

IL’»MH SW_PROF_102 I'\Ol [ , | select an option
(@) Select Pod:  All Pods
B ID Name - Profiles

( 10

=)

L]
a7 310
as Leaf10:

< |

Step 3 Select the Interface profile of POD##_Leaf102_BMH_IP created in the previous task
according to your POD## ID. Click Finish.
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Create Leaf Profile

00
STEP 2 > Associations

1. Profile 2. Associations
I Interface Selector Profiles: I

@f ==
Select Name Description
[F] BMH_LEAF_101 BMH_LEAF_101
7 BMH_LEAF_102 8MH_LEAF_102 |

Select the Intf Profile created earlier in this lab for Leaf 102

Module Selector Profiles:

|
Of
Select Name Description

Step 4 Verify both Switch Profile and the associated Interface profile against it.

Inventory Fabric Policies

| Access Policies

Policies

Leaf Switches - Profiles

o
~ Name Leaf Selectors
{Switch Policy
Group)

Interface Selectors  Module Selectors
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